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(54) Title: SYSTEM FOR NETWORK FILE DISTRIBUTION 

(57) Abstract 

A system having client computers, at least one central 
server and local servers. The local servers control the updating 
of content on HTTP farm servers directly under its control. 
Client computers are used by content providers and system 
administrators to control the content on the ultimate HTTP 
servers. The central server receives information from the client 
computer, allows for testing of the content, if desired, and then 
forwards the information to the local servers as appropriate. 
The release and maintenance of content is strictly controlled 
on several levels. 
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Field of the Invention 

This invention relates generally to a system for 
distributing information to a plurality of computers. 
More specifically, the - invention relates to a system for 
distributing, updating and maintaining files, originated 
by various sources, on remote servers subsequently 
accessed by multiple users over networks. 

Background of the Invention 

In' the past few years, personal computers have grown 
beyond mere desktop processors to become sophisticated 
vehicles supporting extended communications and related 
functionality. Today, workstations are routinely used for 
linking into vast networks of computer servers to search 
for information, exchange e-mail, files, video and audio 
information, and access large pools of remotely stored 
information in addressable databases. Perhaps the best 
example of this new function is found with the expanded 
communication available with the global Internet and more 
particularly, the World Wide Web segment of the Internet. 
Through simple graphical interfaces, anyone with a 
computer may access a practically limitless amount of 
information, regardless of the information's origin or 
location. 

The financial services industry is taking part in the 
push to expand the Internet beyond its historical role as 
a research resource mainly used for the dissemination of 
academic information and ideas (but lacking in 
transactional functionality) . From online banking to 
electronic money for purchases (e.g., "E-CASH") to 
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investment portfolio management, financial services on the 
Internet are expanding rapidly. As examples, it is 
already possible with a computer over the Internet to 
maintain bank accounts, pay bills, track and trade 
5 investment assets, and place orders for products • 

It is well known that the functioning of the Internet 
is not controlled from one central location, nor are all 
the files accessible over the Internet contained in one 
location. Instead, the Internet is a widely distributed 

10 network of servers, gateways and hubs, each either 

enabling the Internet as a whole (such as by routing data 
requests and responses) and/or housing data and functions 
accessible by end users. This distributed scheme of data 
and functions applies not only to the Internet in general, 

15 but also to the individual providers of data and 

functionality. For example, one organization may not have 
all of its Internet related files contained on one server, 
but may have them shared between multiple, geographically 
separated servers. With larger organizations, each 

20 division or subsidiary may have its own dedicated servers 
to store and maintain only those Internet files particular 
to its responsibilities. It is also possible for various 
divisions' files to be stored on a more centralized 
server, with the responsibility for updating each file 

25 falling to the particular division from which it 

originated. In any case, all of the files for that 
organization are usually ultimately linked and accessible 
through the umbrella site of the organization, so that an 
end user accessing the files is unaware of each file's 

30 physical location. 

Within organizations, the storage scheme of various 
files has been changing with the advent of intranets 
replacing the older dedicated local area networks. For 
example, there may be some servers solely for internal use 

35 (private sites) , while other servers or portions of 
servers are accessible to the Internet and public in 
general (public sites). Again, there may be various 
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origination points for the files on any of these servers 
and also various groups or individuals responsible for 
maintaining and updating individual files. 



servers, there is a need to maintain and control the 
currency of the various files on various servers. To 
date, several methods have been used. For example, if the 
files to be updated are all contained on one server, the 
maintenance of those files could be accomplished by 
overwriting the older files with new ones contained on a 
floppy disk or other portable storage medium. However, 
when there are multiple servers at many different distant 
sites, the magnitude and difficulty of the task becomes 
evident. Manually keeping track of all the files and then 
sending out update disks or tapes, for example, is a 
difficult, slow, labor-intensive and unreliable method. 
At some sites, files might be frequently changing, 
requiring frequent manual delivery of new updates. 
Alternatively, because the servers are likely all 
networked in one form or another (for example, through the 
Internet itself) , it is also possible for an operator to 
individually and manually access each server in turn and 
overwrite the existing files. However, all of these 
methods require gathering the necessary changes or updated 
files from diverse origins, since responsibility for 
maintaining the files may be fragmented. The gathering 
step may also become unwieldy, as some or a majority of 
the information may originate with many different content 
providers both inside and outside the organization 
directly responsible for the Internet sites. Thus, 
information would flow in a multi-step operation, first 
from each individual content provider in turn to an 
individual or group within the controlling organization 
and then each file would be manually transferred to the 
end-user-accessible server. 



Regardless of the use or permitted access to the 
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Regardless of the exact method used, these manual, 
labor-intensive methods introduce other difficulties with 
respect to the version control and history of the content 
files on various servers, not to mention the possibility 
5 for user error. If content files on each server are 

updated individually and/or manually, keeping track of 
what has been updated becomes a bookkeeping burden. 
Further, maintaining or even archiving previous versions 
of content files only intensifies the problem. Factoring 

10 the possibilities of multiple entities being responsible 
for different groups of related or linked content files, 
the burden grows. 

It is understood that some information has been 
automatically updated on internet servers in the past. 

15 However, this has been limited to frequently or 

continuously updated data streams, such as stock quotes or 
news items. This updating does not address the 
maintenance or control of the underlying server files, 
including, but not limited to data, page layout and 

20 executables, which may, for example, affect the way in 

which the data streams are displayed or processed for the 
end user. 



Summary of the Invention 

In view of the deficiencies of the prior art, it is 
an object of the present invention to provide a system for 
updating, controlling and maintaining multiple computer 
servers simultaneously. 

It is another object of the present invention to 
provide for updating of computer servers from multiple 
file sources. 

It is a further object of the present invention to 
provide for version control, history and archiving of 
updated and superseded files. 

It is yet another object of the present invention to 
provide capability for verification and testing of updated 
source information before it is updated on remote servers. 
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It is a still further object of the present invention 
to provide a secure environment in which to accomplish 
updating of multiple computer servers. 

In accordance with these objects, a system is 
5 disclosed having client computers, at least one central 
server and local servers. The local servers control the 
updating of content on HTTP farm servers directly under 
its control. Client computers are used by content 
providers and system administrators to control the content 

10 on the ultimate HTTP servers. The central server receives 
information from the client computer, allows for testing 
of the content, if desired, and then forwards the 
information to the local servers as appropriate. The 
release and maintenance of content is strictly controlled 

15 on several levels. 

Brief Description of the Drawings 

The aforementioned and other objects and advantages 
will become apparent to those skilled in the art upon 
20 reading the following detailed description of the 

preferred embodiments in conjunction with a review of the 
appended drawings, in which: 

Fig. 1 is an overall system schematic showing a 
preferred embodiment of the network distribution file 
25 system of the present invention; 

Fig. 2 is a logic flowchart of a remote client 
computer accessing the central server of the system of 
Fig. 1; 

Fig. 3 is a logic flowchart of a security feature of 
30 the client/central server connection of the system of Fig. 
1; 

Fig. 4 is a logic flowchart of a remote local server 
accessing the central server of the system of Fig, 1; 

Fig. 5 is a logic flowchart of another security 
35 feature of the local/central server connection of the 
system of Fig. 1; and 
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Fig. 6 is a schematic diagram showing the location of 
various files in the system of the present invention. 

Detailed Description of the Preferred Embodiments 
5 Referring now to Fig. l, the overall schematic of a 

system according to the present invention is shown. In 
overview, the system allows an organization to make 
content available to others, such as over the internet, 
while giving the organization the ability to easily and 

10 automatically control that content, though it may be 

scattered across multiple servers. With respect to this 
application, the term "client" is anyone, either within or 
outside the controlling organization who has authorization 
to alter or provide content (e.g., files, data, etc.) to 

15 the system. "User" is a person who ultimately accesses 

the content, such as in an HTTP environment, and/or takes 
advantage of the functionality of the content. The user 
may be within or outside the controlling organization, as 
described below. 

20 Client computers 110 are accessed by various classes 

of clients: system administrators, content providers and 
programmers, to name a few. The client computers provide 
access to the files of the system for updating or other 
maintenance purposes. The local servers 120, on the other 

2 5 hand, feed content to their HTTP server farms 

respectively, as appropriate for ultimate use by users. 
In other words, the local servers put the content in a 
position where it may be accessed by anyone with access to 
that server farm. For example, two of the servers 

30 120a, 120b shown are examples of private access servers. 

These servers would be accessed only by users within the 
organization controlling the system. These servers 
120a, 120b could be part of a corporation's intranet, 
taking the place of a hardwired local area network. Two 

35 other servers 120c, 120d, however, are outside of the 

controlling organization and may be accessed by any public 
user with the appropriate computer capabilities, of 
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course, some of the content, such as the user's financial 
account information, may require passwords or other 
security features, but at least the connection can be made 
through public computer networks. For further security 
5 purposes, the local servers 120c, 120d outside the 
controlling organization are separated from their 
respective central servers 130 by firewall systems 
140a, 140b. Individual firewall systems are generally 
known. Depending on the location within the internet of a 

10 local server, it is contemplated that a socket relay 150, 
described more fully below, would be needed. 

The socket relay 150 is located between the double 
firewalls 140a, 140b. The socket relay prevents certain 
techniques for bypassing firewalls by altering the address 

15 of the data packets and retransmitting the packets between 
the firewalls 140. For example, the local server 120d 
attempts to make a connection to 1.1.1.1:7100 (this 
address is broken down into the server "1.1.1.1" and the 
listening port "7100"). The firewall 140a is configured 

20 to translate the address of the packet into 2.2.2.2:7100, 
"2.2.2.2" being the address of the socket relay 150 
running on a separate computer. The data packets are then 
placed on the safe side of the firewall 140a and 
transmitted to the socket relay 150. The socket relay 150 

25 then connects to the second firewall 140b at 3.3.3.3:7100 
and transmits the data packets to address 3.3.3.3:7100, 
The packet address is translated by the second firewall 
140b into 4.4.4.4:7100, "4.4.4.4" being the address of the 
central server 130. The packets are placed on the safe 

30 side of the firewall 140b and transmitted to the central 
server 13 0. The end result is that a packet sent to 
1.1.1.1:7100 arrives at 4.4.4.4:7100 as though it was 
originally sent to that address. However, by using the 
socket relay 150, which does not alter the data packets, 

35 but transmits them to a different address, attempts to 
bypass the firewalls are thwarted. 
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Central servers 13 0 are situated between the local 
servers 120 and client computers lio, acting as conduits 
and gatekeepers for content flow. The central servers 130 
form the backbone of the system and include much of the 
5 functionality to achieve the system's objects. As seen in 
Fig. 1, there may be more than one central server 13 0. 
Each central server 130 is connected to a plurality of 
local servers 120, each which either include the files 
that are subject to updating or have connections to and 

10 control over other servers that do. 

The specific hardware and connection protocols for 
the various servers are not critical, although there are 
some preferred features. The hardware preferably includes 
the storage capacity to maintain the necessary files of 

15 the system, as described below. The central servers have 
higher storage needs, as they house master copies of all 
data files under their control. The central servers may 
also hold archived copies of all previous versions of all 
files, and thus would require significantly more storage. 

2 0 All of the servers must also include standard hardware and 
software for making remote connections, such as over 
telephone lines, satellite or microwave transmissions or 
hardwiring. The protocol used is immaterial, although the 
current TCP/IP standard is preferred. The connections 

2 5 between the client and central servers are preferably made 
over a data highway 100, such as a Novell network within 
the controlling organization or the Internet itself. The 
connections between the central and local servers are 
similar. In the preferred embodiments, the central and 

30 local servers are workstations running Microsoft® Windows 
NT* The client computers are workstations preferably 
running under either Windows 9 5 or Windows NT. All of the 
servers preferably communicate using the TCP/IP protocol. 
The exact hardware configuration, operating system, and 

35 communications protocol of each server is not critical and 
it is contemplated that improvements in workstations and 
communications protocols may be incorporated into the 
present invention without departing from the invention. 



SUBSTITUTE SHEET (RULE 26) 



wo 98/54631 



PCT/US98/07337 



- 9 . 

The potential variation in the client computers is largely 
due to the fact that some of those servers may be outside 
the controlling organization and are thus not subject to 
control. It is only necessary that those servers be 
5 capable of running the client or local server portion, 
respectively, of the software portion of the present 
system. The software components of the system are 
preferably built using Microsoft's Foundation Classes 
(MFC) . Specifically the system uses the MFC CSocket class 
10 for streaming complex aggregate data types over TCP/IP 
connections. 

To accomplish connections between a client computer 
and a central server, the client computer should be pre- 
configured with the network address (for example, TCP/IP 

15 address) of the central server or else the client may 

input the address. This may also include identifying a 
specific listening port on the central server. Each 
central server then maintains a database of those client 
computers and users that are permitted to access that 

20 particular central server. The database also contains, 

for each user, the types and/or specific files that may be 
updated and/or deleted by the user. This access 
information is set by the controlling organization to 
maintain security. In the preferred embodiment, the 

25 client also needs to know the specific local and central 
servers that form a pathway to the target HTTP server. 
This address information is then programmed into the 
client computer. Alternatively, it is contemplated that a 
database may be used for automatic retrieval by the client 

30 computer of the appropriate local and client computer 

information for a particular selected target HTTP server. 
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Client/Central Server Connection 

The connection sequence between a client computer and 
a central server is illustrated in the logic schematic of 
Fig. 2. Assuming that the central server is up and running 
5 with its portion of the software of the present invention, 
that server will be listening on two separate socket ports 
waiting for connections. One port is listening for 
connections coming from client computers while the second 
port is listening for connections coming from local 

10 servers. Of course, more than two ports may be used and 

simultaneous connections may be made, although this raises 
the possibility of two clients attempting to update the 
same file at the same time. This is usually avoided in 
the preferred embodiment by only allowing one client to 

15 update an associated target HTTP file. This also helps 

maintain control over the version of the files, since only 
one client has the ability to update. If for some reason 
more than one client is given update access to a file, the 
client whose update command was received first would be 

20 executed, while a near-simultaneous command from another 
user would result in an error message being sent back to 
the second client computer and the file not being further 
updated. 

Once a client launches the client portion of the 
25 software from their remote location (block 210) , a socket 
connection is initiated by the client computer (block 220) 
and established with the central server. The central 
seirver then acknowledges the connection (block 230) . The 
client computer then sends a login request to the central 
30 server, using the username and security password of the 

client attempting to update the files (block 240) . It is 
contemplated that encryption may be performed on the 
username and password data to prevent unauthorized users, 
using such programs as packet "sniffers," to gain improper 
35 access to the system. It is further contemplated that 

some form of encryption and/or authentication may be used 
for all data passed between the various servers of the 



SUBSTITUTE SHEET (RULE 26) 



wo 98/54631 



PCT/US98/07337 



- // - 

system. Assuming the username and password match that 
already stored in the database on the central server, the 
central server responds with the client's account 
information, which includes, but is not limited to, the 
5 following information: file types and specific file names 
or file prefixes the client is permitted to update; and 
target local server and/or HTTP farm machines the user is 
allowed to update (block 250) . Based on these 
restrictions (previously set and maintained by the 

10 controlling organization's administrators) , the client may 
now update content files. 

After the connection is established, the client 
computer is the master and the central server is the 
slave, i.e., the central server waits for commands from 

15 the client computer. For security purposes and resource 
management, to ensure that the client computer is still 
active and that the socket connection has not died, the 
central server sends a test packet periodically, even 
though the central server is the slave in the connection - 

20 By using the test packets, the servers can detect when a 
connection has been lost or dropped, allowing the servers 
to immediately free up resources previously used by that 
connection for other connections. As shown in Fig. 3, the 
central server sends a test packet that contains no data, 

2 5 only control signals (block 310) . If the client computer 
does not echo the packet back (block 320) , the central 
server releases the connection (block 330) . If the client 
computer does successfully echo the packet (block 320) , 
the central server maintains the connection (block 340) 

30 and begins waiting a predetermined period (preferably two 
minutes - block 350) to send another test packet (block 
310) . It is preferred that the delay at block 350 be 
large enough so that the test packets do not create a 
performance or load problem on the network. 
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Referring now to Fig. 6, the client computer contains 
various files pertaining to the present invention. Of 
course, all of the servers in the system will have the 
necessary operating system and communications files, in 
5 addition to any display, storage or other driver files 

needed for the general functioning of the server computer. 
With respect to the present invention, the client computer 
110 includes the program executable files 610 of the 
present invention. The server also contains the source 

10 content files 620, which are the files that are 

transferred ultimately to the local servers and the HTTP 
farms. Internal data files 630 store information on the 
central and local servers to which the client computer has 
access, in addition to any restrictions on access to those 

15 servers. Finally, the client computer includes a log file 
640, which records all client activity. This can be 
useful to an administrator in diagnosing a client error, 
or in recreating what a client desired to do, but was 
unsuccessful . 

20 The central servers each contain program executable 

files 650 for their own use. These are in addition to 
those executable files that may be transferred to local 
servers at another time. The central servers also each 
contain a set of master content files 660, which are 

25 master copies of the most recent versions of all files 
that were transferred to any of the local servers 
connected to each particular central server. Archive data 
and archived files 670 include a record of all 
transactions that have occurred to the local servers, as 

30 well as copies of all older versions of superseded content 
files. It is not necessary for all of the archived files 
to be maintained on the central servers. Preferably, the 
older archived files are transferred to less accessible 
media, such as removable tape cartridges, rather than on 

35 the servers' own drives. Using the archive data and 

files, the system is capable of not only recreating the 
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current configuration of any local server (using master 
files) , but the configuration at any time in the past as 
well. For example, if a local server is damaged in some 
way, or there is a data loss on that server, the system 
can read the archive data to determine which of the 
current master files had been transferred by the central 
server and not superseded since transfer. The central 
server can then transfer all of these content files, 
including the necessary local server executable files, to 
completely rebuild the server- For content that may be 
sensitive, either from a historical viewpoint, or perhaps 
a legal viewpoint, having older copies of all files and a 
record of when they were available could be invaluable for 
resolving future discrepancies. 

The central server also contains database files 680 
relating to the client and local servers that may access 
it. For client computers, these files would include 
username and password information for clients, while for 
local servers, it would include the machine group names of 
servers for validation. The database files also include 
tables detailing which of the master content files are 
intended for particular local servers. The tables include 
entries for each master content file and include such 
information as the following: time/date of last update, 
and appropriate local servers for transfer. 

The local servers 120 contain the program executable 
files 690 needed to run the system on that computer- The 
local servers also contain the content files 700 that have 
been transferred through the central servers 130, as well 
as connection information files 710, including the network 
address of the assigned central server and the machine 
group name, discussed below. 

In operation, the client would make desired changes 
to source content files contained on the client computer. 
This could involve a single change to a single file, 
multiple changes to multiple files, additions and 
deletions of entire files, or any combination of those. 
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Not all clients are given complete functionality, so it is 
possible that a particular client would not be permitted 
to delete files, but merely to add or alter them. Once 
the desired changes are made to the source files, the 
5 client initiates (such as by pressing a screen button) the 
connection between the client and central servers as 
discussed above. Assuming the particular client has no 
restrictions with respect to the updated files, the master 
content files may then be superseded in one of two modes: 

10 replace-all or replace-since a certain date and time. 
With the replace-all mode, every file in the client's 
source file directory is copied to the central server. As 
each file is copied, the previous version stored on the 
central server is moved to an archive location and a 

15 record is made of the transfer. The replace-all mode, 

however:, has the possibility of replacing a relatively new 
version of a file with an older one that just may happen 
to be in the user's directory along with new updated 
files. Therefore, the preferred mode is the replace-since 

20 mode, in which the client computer only transfers those 
files that have been added or updated since a particular 
date and time. For example, only files updated since the 
last connection to the central server could be 
transferred. This greatly reduces the chance of 

25 overwriting a newer file. It is also contemplated that 
the central server could respond to the client computer 
with a warning when the time/date stamp on a file to be 
transferred is before the time/date stamp on its current 
master file. The transfer would only then take place upon 

30 specific client authorization. 

Each file is also transmitted with additional data 
packets that include the addresses and directories of the 
local servers to which the file should be transferred by 
the central server. The additional data packets 

35 preferably also include the network address and local 

directories of the target HTTP servers to which the file 
is ultimately transferred. Once all files have been 
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transferred, the client computer displays the status of 
the transfer to confirm that all files have indeed been 
transferred. Failed transfers can be immediately seen and 
dealt with by the client. The user may also login again 
5 with a different username and password, if perhaps the 

user has multiple sets of content files under its control, 
or drop the connection to the central server. Once the 
connection is dropped, the central server resumes its 
listening state for the next client computer to connect. 

10 The central server also includes a test server, which 

is preferably a separate process running on the central 
server machine and configured as an HTTP server. The test 
server may also be a dedicated separate server machine. 
When any files are updated, whether they are executable or 

15 content files, the client may also transfer the files to 
the test server. The client may then access the updated 
files to check the quality of the files. For example, if 
the updated content files include a web page in HTML or 
another browser format, the client could access the file 

20 on the test server using a browser, including all the 
file's embedded links to such other files as inline 
graphics. This is performed to catch any bugs or errors 
in the updated files before they are distributed by the 
central servers to local servers, where they are often 

25 immediately available to the users in and out of the 
controlling organization. This test server provides 
instantaneous feedback to the client regarding possible 
inoperative sites in their internet user environment. 

3 0 Central/Local Server Connection 

The connection between the central and local servers 
is somewhat different than the client/central connection 
in that it is not client-initiated, but is preferably 
accomplished automatically. As discussed above, the 

35 central server, once running, will be listening on at 

least one port for connections from a local server. Each 
local server is pre-programmed with the network address 
(e.g., TCP/IP address) of its assigned central server. 
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The local server attempts to connect to its assigned 
central server periodically (block 410), preferably every 
two minutes. If the connection is successful (block 420), 
the central seirver will acknowledge the connection (block 
5 430) . If the connection is not successful for any reason 
(for example, the port may be busy connected to another 
local server) , the local server waits a pre-programmed 
delay (block 440), preferably two minutes, and attempts to 
connect again. 

10 Assuming the connection has been made and 

acknowledged, the local server will then send its machine 
group name, which is a registry set value (block 450) . If 
the central server database has been pre-programmed with 
the machine group name for that server (block 4 60) , then 

15 the connection is maintained and content file updates will 
be received by the local server (block 470) . If the 
machine group name is not valid compared to the central 
server database, the connection is dropped by the central 
server (block 480) . 

20 Unlike the client computer/central server connection, 

even though the local server initiated the connection, the 
central server becomes the master, while the local server 
becomes the slave waiting for commands. However, similar 
to the client computer/central server connection, the 

25 slave seirver (in this case the local server) sends a test 
packet to the master (central) for resource management and 
to know when to try to re-establish a connection to the 
central server as follows: as shown in Fig, 5, the local 
server sends a test packet that contains no data, only 

30 control signals (block 510) . If the central server does 
not echo the packet back (block 520) , the local server 
releases the connection (block 530) and reclaims the 
connection resources, if the central server does 
successfully echo the packet (block 520), the central 

35 server maintains the connection (block 540) and the local 
server begins waiting a predetermined period (preferably 
two minutes - block 550) to send another test packet 
(block 310) • It is preferred that the delay at block 550 
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be large enough so that the test packets do not create a 
performance or load problem on the network. If the 
connection is lost or dropped unexpectedly (for example, 
due to power outage) , the local server will attempt to re- 
5 establish the connection every two minutes until 
successful . 

In the preferred embodiment, each client controls the 
updating of content files it is authorized to alter. 
Thus, after the client transfers updated files to a 

10 central server and tests them, if desired, the central 
server in turn transfers the updated files to the 
connected local servers. In this way, the client 
maintains full version control on the content files. For 
example, if the client is updating files on several 

15 different target HTTP servers and one is unsuccessful for 
an unknown reason, the client can immediately restore the 
other HTTP servers to their previous state using archived 
files and determine the problem. Then the client would 
re-transfer the files through the central server to the 

20 HTTP servers. The local server does not maintain copies 
of the older versions of content files, as these are 
archived on the central server as described above. It is 
contemplated that the client software includes the option 
of automatic periodic updates to the central and local 

25 servers until all files on the target servers match the 
latest versions on the client computer. 

Upon completion of the file transfer, the HTTP server 
may need to be stopped and restarted for the updates to 
take effect. If the client had selected that option 

30 (discussed below) when transferring the files from the 
client computer, the central server will cause the HTTP 
server to be stopped and then restarted. 
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Coimnands of Client computer: 

The following are an illustrative list of commands 
available to a client running the client computer 
software* These commands facilitate the overall 
5 functioning of the system, although they are not all 
directly involved in the update process. 

Delete Remote Files: Allows clients with proper 
authorization to delete files on the central server. 

Freeze Target Machines: Allows clients with proper 
10 authorization to freeze target central or local servers to 
prevent them from receiving any further updates during 
routine maintenance or another updating sequence. 

Ping Selected Servers: Allows clients to test 
whether or not the target server (s) are up and functioning 
15 properly. 

Pipch Selected Servers: Allows users to test whether 
a certain TCP/IP based server is up and running by 
connecting and disconnecting from the servers 's listening 
port. 

20 Stop/Start NT Servers: In order to update internet 

site system files, it is sometimes necessary to shut down 
the HTTP server. Once the new system files have been 
updated, the HTTP server can be restarted. This option 
provides the stop/start functionality needed to accomplish 

25 this task. 

Update System Software: Allows an administrator to 
update new versions of the system software from a remote 
location. 

Get Software Versions: Allows an administrator to 
30 verify the running versions of the central and local 
server system files from a remote location. 

View Targets: Allows a client to see all target 
machines available to them. From the list, the client may 
then select which of the local servers it wishes to 
35 update. 

Delete Target: Allows a client to delete all files 
and directories at a target location. 
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Thus it can be seen that the present invention 
provides a system for updating content and other files on 
multiple remote servers simultaneously. The system also 
provides automatic archiving and recovery capabilities, 
5 testing before distribution, and strict control on client 
access to content files, among other features. Of course, 
various modifications to the system will be apparent to 
those skilled in the art without departing from the spirit 
of the invention and these modifications are contemplated 

10 as well. 

It is to be understood that the embodiments shown and 
described above, while fully capable of achieving the 
objects and advantages of the present invention, are shown 
and described only for the purposes of illustration and 

15 not for the purpose of limitation, the invention being 
only limited by the claims, as follows: 
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What is claimed is: 

1. A system for maintaining files accessible by 
users over a network, comprising: 

a local server, said local server housing content 
files that are accessible by said users through a 
computer ; 

a client computer, said client computer housing 
source copies of said content files, said client computer 
permitting a client to update said source content files; 

a central server, said central server housing master 
copies of said content files; 

wherein said local server automatically connects to 
said central server such that files may be transferred 
from said central server to said local server; and 

wherein said client computer connects to said central 
server :and copies updated content files to said central 
server and said central server subsequently copies said 
files to said local server. 

2. The system as in claim 1, wherein said central 
server automatically archives older copies of said updated 
content files upon transfer from said client computer. 

3. The system as in claim 1, further comprising a 
test server, said test server being accessible by said 
client computer for executing updated content files on 
said central server before said updated files are copied 
to said local server, 

4. The system as in claim 1, wherein said client 
computer initiates the connection to said central server, 
which then communicate in a master - slave relationship, 
respectively. 
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5. The system as in claim 4, wherein said central 
server periodically sends test packets to said client 
computer while connected and said central server reclaims 
connection resources if said test packets are not echoed 
by said client computer. 

6. The system as in claim 1, wherein said local 
server initiates the connection to said central server, 
which then communicate in a slave - master relationship, 
respectively. 

7. The system as in claim 6, wherein said central 
server periodically sends test packets to said local 
server while connected and said central server reclaims 
connection resources if said test packets are not echoed 
by said: local server. 

8. The system as in claim 7, wherein when the 
connection between said central server and said local 
server is terminated, said local server will reclaim 
connection resources and periodically attempt to 
reestablish a connection to said central server. 

9. The system as in claim 5, wherein said client 
computer will notify the client if said test packets are 
not echoed. 
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